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SUPPLY CHAIN SECURITY MANAGEMENT SYSTEMS  
LEAD AUDITOR USING ISO 28000 

Each five-day class covers the following topics: 

o Introduction to supply chain management 
o Security management system principles 
o Security standards and guidelines (including history of standards) 
o Interpretation of ISO 28000:2007 
o Security risk assessment and planning 
o Documentation and records 
o Introduction to security audits 
o Managing the audit process 
o Audit scheduling and preparation 
o Performing and reporting the audit 
o Security legislation and regulation (USA) 
o Corrective action and follow-up 

The Workshops (some of which include role-play) are entitled: 

o Process Analysis for Identifying Resources and Critical Controls 
o Analyzing operational and security risk 
o Evaluation of a Business System Manual 
o Preparation of an Audit Schedule 
o Preparation of Checklists from Process Analysis 
o Factual Evidence 
o Audit Investigation 
o Nonconformity Statements 
o Audit Closing Meeting 
o Reporting the Audit 
o Corrective Action 
 

This class delivers the skills and knowledge required by the Security Management System team 
to achieve and keep certification.  It also prepares attendees to independently assess 
conformity of any SMS to ISO 28000.   

Leaders’ attendance, even for the first day or two, shows their commitment to security 
requirements.  The team learns how to develop the SMS while managers can learn how to use, 
evaluate and improve the SMS so it works effectively.  The management representative (and 
deputy) learns to fulfill the roles and responsibilities with competence, confidence and 
authority. (per clause 4.4.1a of ISO 28000)  

This class particularly addresses organizations operating combined management systems (one 
business management system conforming to multiple system standards beyond ISO 28000, for 
example: ISO 9001, ISO 14001, ANSI Z-10/BS OHSAS 18001). 


